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(54) AUTHENTICATION CONFIRMATION SYSTEM, AUTHENTICATION 
CONFIRMATION METHOD, AND PORTABLE INFORMATION PROCESSOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an authentication confirmation system 
capable of protecting secret information stored in a portable information processor 
based on a result of authentication confirmation. 

SOLUTION: This authentication confirmation system 1 authenticates, when a battery 
pack 1 1 in the portable information processor 10 is charged with a charging apparatus 
30, whether or not the charging is performed with the charging apparatus 30 
connected to the portable information processor 10 at the time of initial setting by a 
valid user. As the result of authentication, when it i, determined that the processor 10 



is connected to a charging apparatus different from the charging apparatus 30 
connected at the time of initial setting, or cannot be authenticated (rejection of 
authentication), the memory area of a memory in which personal and secret 
information are stored is erased. 

* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 
[Claim 1] 

A portable information processor which a control means performs information 
processing operation using electric power supplied from a rechargeable battery of cell 
housing bodies, and memorizes an individual and confidential information relevant to 
information processing to a memory measure, 

Charging equipment which information about charge of said cell accommodation body 
is read, generates information for attestation, and charges said rechargeable battery, 
It has means of signal communication which perform communication about attestation 
which followed said information for attestation between said control means in said 
charging equipment and said portable information processor, 

An attestation confirming system protecting an individual and confidential information 
within said memory measure based on communication about attestation by said 
means of signal communication. 
[Claim 2] 

Based on communication about said attestation by said means of signal 
communication, eliminate said individual within said memory measure, and a storage 
area of confidential information. And/or, the attestation confirming system according 
to claim 1 characterized by what said individual and confidential information which are 
memorized in said memory measure based on communication about said attestation 
by said means of signal communication are eliminated for after a cable/wireless 



transmission to a specific external device. 
[Claim 3] 

Said means of signal communication are also performing communication about a 
charging state according to information about said charge between said charging 
equipment and said cell accommodation body, When it detects that said rechargeable 
battery was exhausted to a predetermined level according to communication about 
said charging state by said means of signal communication, The attestation confirming 
system according to claim 1, wherein said control means of said portable information 
processor protects said individual and confidential information by eliminating said 
individual within said memory measure, and a storage area of confidential information. 
[Claim 4] 

After removing after legitimate charge of said rechargeable battery by said charging 
equipment of the back said authentication result was normal, or from said charging 
means, said portable information processor starts a timer and in accordance with a 
predetermined set period, The attestation confirming system according to claim 1 
eliminating said individual and confidential information after a cable/wireless 
transmission to a specific external device. 
[Claim 5] 

The attestation confirming system according to claim 4 characterized by eliminating 
said individual and confidential information after a cable/wireless transmission to a 
specific external device by functional operation specific after said predetermined 
set-period progress. 
[Claim 6] 

It has two or more said charging equipment which charges the each second cell of 
each cell housing bodies of said one or more portable information processors, The 
attestation confirming system according to claim 1, wherein said means of signal 
communication perform communication about attestation between said one or more 
portable information processors and said two or more charging equipment and said 
said one or more portable information processors protect an individual and 
confidential information within each memory measure based on said communication. 
[Claim 7] 

It has two or more said portable information processors with which the each second 
cell of cell housing bodies is charged with said one or more charging equipment, The 
attestation confirming system according to claim 1, wherein said means of signal 
communication perform communication about attestation between said two or more 
portable information processors and said one or more charging equipment and said 
two or more of said portable information processors protect an individual and 
confidential information within each memory measure based on said communication. 
[Claim 8] 

The attestation confirming system according to claim 1, 6, or 7 which connecting said 



charging equipment to a communications network, and supervising by an external 

device. 

[Claim 9] 

A portable information processor which a control means performs information 
processing operation using electric power supplied from a rechargeable battery of cell 
housing bodies, and memorizes an individual and confidential information relevant to 
information processing to a memory measure, Charging equipment which information 
about charge of said cell accommodation body is read, generates information for 
attestation, and charges said rechargeable battery, It is the attestation check method 
in an attestation confirming system which has means of signal communication which 
perform communication about attestation which followed said information for 
attestation between said control means in said charging equipment and said portable 
information processor, 

When said charging equipment and said portable information processor are connected 
including said means of signal communication and a trigger switch is operated by user, 
An initialization setting-out process that said charging equipment and said portable 
information processor share said information for attestation by said charging 
equipment's generating said information for attestation, and transmitting to a control 
section of said portable information processor via said means of signal communication, 
An information read-out process for attestation that said charging equipment reads 
said information for attestation from said portable information processor through said 
means of signal communication after said initialization setting-out process at the time 
of ** to which said portable information processor is once removed and is again 
connected from said charging equipment, 

A collation process with which charging equipment compares whether said information 

for attestation read at said information read-out process for attestation agrees with 

information for attestation which was being kept in charging equipment, 

An information-protection process of protecting an individual and confidential 

information within said said memory measure based on a result of said collation 

process 

An attestation check method characterized by preparation ******. 
[Claim 10] 

A control means which performs information processing operation using electric 

power supplied from a rechargeable battery of cell housing bodies, 

A memory measure which memorizes an individual and confidential information 

relevant to information processing by said control means, 

It has a timer means which detects progress of a predetermined set period, 

A portable information processor starting said timer means after said rechargeable 

battery is charged legitimately, and eliminating said confidential information after 

wireless transmission to a specific external device after predetermined set-period 



progress. 
[Claim 11] 

A control means which performs information processing operation using electric 

power supplied from a rechargeable battery of cell housing bodies, 

A memory measure which memorizes an individual and confidential information 

relevant to information processing by said control means, 

It has a timer means which detects progress of a predetermined set period, 

A portable information processor starting said timer means after detecting charge 

consumed quantity of said rechargeable battery and reaching a predetermined level, 

and eliminating said confidential information after wireless transmission to a specific 

external device after predetermined set-period progress. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 

WERABURU type information processors, such as a clock type information processing 
terminal in which this invention built in rechargeable batteries, such as a lithium ion 
battery, Or portable information processors, such as a cellular phone and a SEMIWE 
rubble type information processor like a Personal Digital Assistant (Personal Digital 
AssistantPDA), It is related with the attestation confirming system and portable 
information processor which perform an attestation check between the charging 
equipment which charges a rechargeable battery. 
[0002] 

[Description of the Prior Art] 

Small portable information processors, such as WERABURU type information 
processors, such as a clock type information processor having rechargeable batteries, 
such as a lithium ion battery, or a cellular phone, a SEMIWE rubble type information 
processor like PDA, are used widely. These portable information processors have 
already had a network connection function. 

The electronic banking etc. which use these are becoming common as throughput 
increases. 

[0003] 

It is how the user for whom becoming a big problem at this time is using these portable 
information processors checks that he is a legitimate user, or [ that is, ] how to 
perform personal authentication. Although easy methods for this include a password, 



of course and it is widely used with the personal computer (Personal ComputerPC) 
etc., it is only with a password in ** that it is not perfect. Although advanced methods 
using a biometric sensor, such as a wearing user validation, are proposed in the 
WERABURU type information processor, collation by a fingerprint, etc. are 
commercialized and there is nothing still decisive. Like a cellular phone or PDA, about 
the portable information processor of the type which is not WERABURU 
fundamentally, personal authentication is still more difficult and also encounters a 
theft easily. 
[0004] 

Then, some measures [ like ] listed to below from the former have been taken. For 
example, the user authentication method and user authentication system in a portable 
data communications terminal are indicated by JP,2000-3336,A. One pair is 
constituted from a user authentication device and a portable data communications 
terminal, and the respectively common user code is made to store in a memory. And it 
checks performing radio and existing in the distance with which both can 
communicate by a user's login request or the timer management for every fixed time, 
between these two devices. Only when it existed in the distance with which both can 
communicate here, and a portable data communications terminal attests with it being 
in proper condition of use and attests with it being in this proper condition of use, it is 
the art of permitting access to the host computer from a portable data 
communications terminal. 
[0005] 

The art about the terminal user authentic method by a portable telephone, etc. is 
indicated by JP, 2002-1 76492,A. A terminal unit and a portable telephone constitute a 
pair and the existence and the telephone number of connection of a portable 
telephone to the interface part for peripheral equipment connection with which the 
terminal unit was equipped are detected, When [ whose a telephone number was not a 
thing of the portable telephone of the registered user of a terminal unit even if case or 
connected ] the portable telephone is not connected, use of a terminal unit is made 
improper, It is the art which the portable telephone is connected, and makes use of a 
terminal unit good when a telephone number is a thing of said registered user's 
portable telephone. In order to make use of a terminal unit improper, a screen saver is 
started, for example and operation is made improper. 
[0006] 

The electronic formula theft arrester and the related method are indicated by the ** 
table No. 517487 [ 2000 to ] gazette. The system which consists of an electronic 
device which operates by the electric power supply from a battery unit, and a battery 
charger which charges a battery unit is indicated. Memory storage is formed in the 
battery charger and the recognition code is memorized by the data input means by 
which external was carried out. This recognition code is sent to the storage parts 



store in a battery pack at the time of charge. The recognition code memorized in the 
storage parts store of a battery unit is sent also to the storage parts store of an 
electronic device. An electronic device compares the recognition code sent from the 
battery unit with the code which oneself had memorized, and if it judges that the 
effective recognition code has been sent, a device will be enabled and will operate in 
the usual mode. However, if it judges that the invalid recognition code has been sent, 
the code in a battery unit will be eliminated and a device will be disabled electronically. 
[0007] 

[Patent documents 1] 
JP.2000-3336.A 
[Patent documents 2] 
JP,2002-176492,A 
[Patent documents 3] 
** table 2000-517487 
[0008] 

[Problem(s) to be Solved by the Invention] 

By the way, in a user authentication method and a system given in said patent 
documents 1 , one pair must be constituted from a user authentication device and a 
portable data communications terminal, and they must always be possessed in the 
distance which can communicate. A user authentication device is always required for 
the portable data communications terminal side, and it is inconvenient in respect of a 
cellular phone. When a portable data communications terminal is lost, or when a theft 
is carried out, since confidential information, such as a user's mail address and 
information in connection with electronic banking, remains in the storage parts store 
in a device, for example, a malicious third party will see, and there is a possibility that 
it may be used improperly. 
[0009] 

A terminal unit and a portable telephone need to constitute a pair also from the art 
about the terminal user authentic method by a portable telephone given in said patent 
documents 2, etc. That is, a portable telephone is always required for the terminal unit 
side. Confidential information, such as a user's mail address and information in 
connection with electronic banking, remains in the storage parts store of a terminal 
unit too, and there is a possibility that it may be used improperly by the malicious third 
party. 
[0010] 

If it is in an electronic formula theft arrester and a related method given in said patent 
documents 3, It differs from said two indication art in that it is called connection 
between the charging equipment only at the time of charge, and an electronic device, 
Although the device which always serves as a pair is not needed, in an electronic 
device, confidential information, such as a user's mail address and information in 



connection with electronic banking, remains too, and there is a possibility that it may 

be used improperly by the malicious third party. 

[0011] 

This invention is made in view of said actual condition, and aims at offer of the 
attestation confirming system which can protect the confidential information 
memorized in the portable information processor based on the result of an attestation 
check, the attestation check method, and a portable information processor. 
[0012] 

[Means for Solving the Problem] 

In order that an attestation confirming system concerning this invention may solve 
said technical problem, a control means performs information processing operation 
using electric power supplied from a rechargeable battery of cell housing bodies, And a 
portable information processor which memorizes an individual and confidential 
information relevant to information processing to a memory measure, Charging 
equipment which information about charge of said cell accommodation body is read, 
generates information for attestation, and charges said rechargeable battery, Between 
said control means in said charging equipment and said portable information processor, 
it has means of signal communication which perform communication about attestation 
according to said information for attestation, and an individual and confidential 
information within said memory measure are protected based on communication about 
attestation by said means of signal communication. 
[0013] 

An attestation check method concerning this invention is provided with the following. 
A portable information processor which a control means performs information 
processing operation using electric power supplied from a rechargeable battery of cell 
housing bodies, and memorizes an individual and confidential information relevant to 
information processing to a memory measure in order to solve said technical problem. 
Charging equipment which information about charge of said cell accommodation body 
is read, generates information for attestation, and charges said rechargeable battery. 
It is the attestation check method in an attestation confirming system which has 
means of signal communication which perform communication about attestation which 
followed said information for attestation between said control means in said charging 
equipment and said portable information processor, When said charging equipment and 
said portable information processor are connected including said means of signal 
communication and a trigger switch is operated by user, An initialization setting-out 
process that said charging equipment and said portable information processor share 
said information for attestation by said charging equipment's generating said 
information for attestation, and transmitting to a control section of said portable 
information processor via said means of signal communication. 

At the time of ** to which said portable information processor is once removed and is 



again connected from said charging equipment after said initialization setting-out 
process. An information read-out process for attestation that said charging 
equipment reads said information for attestation from said portable information 
processor through said means of signal communication, A collation process with which 
charging equipment compares whether said information for attestation read at said 
information read-out process for attestation agrees with information for attestation 
which was being kept in charging equipment, and an information-protection process of 
protecting an individual and confidential information within said said memory measure 
based on a result of said collation process. 

[0014] 

A control means which performs information processing operation using electric 
power supplied from a rechargeable battery of cell housing bodies in order that a 
portable information processor concerning this invention may solve said technical 
problem, A memory measure which memorizes an individual and confidential 
information relevant to information processing by said control means, After having a 
timer means which detects progress of a predetermined set period and charging said 
rechargeable battery legitimately, said timer means is started and said confidential 
information is eliminated after wireless transmission to a specific external device after 
predetermined set-period progress. 
[0015] 

A control means which performs information processing operation using electric 
power supplied from a rechargeable battery of cell housing bodies in order that a 
portable information processor concerning this invention may solve said technical 
problem, A memory measure which memorizes an individual and confidential 
information relevant to information processing by said control means, After having a 
timer means which detects progress of a predetermined set period, detecting charge 
consumed quantity of said rechargeable battery and reaching a predetermined level, 
said timer means is started and said confidential information is eliminated after 
wireless transmission to a specific external device after predetermined set-period 
progress. 
[0016] 

Are in these this inventions and a portable information processor, WERABURU type 
information processors, such as a clock type information processing terminal having a 
rechargeable battery (battery charger), Or it is widely used as small portable 
equipment, such as a cellular phone and a SEMIWE rubble type information processor 
like a Personal Digital Assistant (Personal Digital Assistant:PDA). 
[0017] 

Electric power supplied from a rechargeable battery stored in a battery pack is used 
for a portable information processor, For example, information is processed in 



electronic banking processing of network connection processing, telebrief processing, 
E-mail processing, word processing, image management processing, address book 
creation management processing, telephone number management processing, 
merchandise purchase by a network, a commodity transaction, etc., spreadsheet 
processing, database processing, etc. And an individual and confidential information, 
such as telephone records relevant to these information processing, a mail address, 
an important document, an important picture, an address book, a telephone number, 
electronic banking data, and an identification code further in connection with 
electronic banking, are memorized in a memory. 
[0018] 

Charging equipment has a memory connected to the processor B connected to a 
signal transduction part other than a general functional division, and this processor B. 
In this attestation confirming system, the processor B of charging equipment. A tap is 
attached to this signal wire for a signal wire currently used for communication of said 
charging information between charging equipment and a battery pack from the first, 
and it is used as a signal transduction part which performs communication about 
attestation between processors in charging equipment and a portable information 
processor. That is, the processor B from a communication result about attestation 
between charging equipment and a processor which are performed in a signal 
transduction part. It is checked whether whether a portable information processor is a 
device which a legitimate user owns, charging equipment, or a portable information 
processor is the system set up according to right combination. A memory has 
memorized an identification code (ID), a random number, etc. which are used for 
authenticating processing performed by the processor B. 
[0019] 

Thus, it is in an attestation confirming system and the processor B of charging 
equipment functions as an authenticating processing execution part. In anticipated 
use periodically charged with regular charging equipment, an attestation confirming 
system checks combination with charging equipment by ID of a portable information 
processor at every time, and continues holding a situation which a user customized. 
[0020] 

When a theft etc. charge with other charging equipment, all of an individual and 
confidential information are eliminated. When a legitimate user has done said 
erroneous connection, although an individual and confidential information are 
eliminated, they make reinitialization possible. 
[0021] 

Therefore, an attestation confirming system of this invention eliminates only ID like 
said patent documents 3, apparatus cannot be used for it, and does not carry out it, 
but eliminates a certain memory area, and protects an individual and confidential 
information. 



[0022] 

At the time of charge of a rechargeable battery in a battery pack performed at every 
several days or every day, fundamentally, since this attestation confirming system 
carries out an attestation check, Like said patent documents 1 and the patent 
documents 2, one pair can be constituted from a user authentication device and a 
portable data communications terminal, and time and effort that they must always be 
possessed in distance which can communicate can be saved. 
[0023] 

It is not connected to a state from which it separated from this attestation confirming 
system, i.e., charging equipment, but the portable information processor can eliminate 
a field of a memory where said individual and confidential information were memorized 
in the state where charge is not made as well as refusal of said attestation. When a 
rechargeable battery of a built-in battery pack is exhausted to a predetermined level 
(that is, dead battery), a memory area will be eliminated, if lapsed time is measured by 
a timer and specific lapsed time passes at the same time it urges charge. If a dead 
battery is caused, an individual and confidential information will be protected. It can 
prevent an individual and confidential information being misused by the 3rd malicious 
person etc. by this. 
[0024] 

It is in an attestation confirming system of this invention, and in a portable information 
processor, if a timer is set and the set period by this timer comes at the same time 
last ID is set up by connection with charging equipment, it will go into an alert state. In 
the alert state, a predetermined monitoring function is performed and a portable 
information processor performs the following operations according to control of a 
processor. First, a communication function is started and personal information, others, 
and different information from the time of factory shipments are transmitted to a mail 
address beforehand set up on PC. Then, a memory area of a memory which has 
memorized an individual and confidential information containing a set up mail address 
will be eliminated. By carrying out like this, an individual and confidential information of 
a portable information processor will be eliminated from a memory, or a memory will 
return at the time of factory shipments. Thereby, a portable information processor will 
be in a state of only a very fundamental function being performed or being able to 
perform only reinitialization setting out combined with charging equipment. That is, 
said individual and confidential information will be transmitted to PC which a history 
understands before elimination of a memory area. By a wireless communication means 
or network connection which used radio, it connects with PC and a portable 
information processor transmits said individual and confidential information. 
[0025] 

If it is in an attestation confirming system of this invention, It has two or more said 
charging equipment which charges the each second cell of each cell housing bodies of 



said one or more portable information processors, Said means of signal 
communication perform communication about attestation between said one or more 
portable information processors and said two or more charging equipment, and said 
said one or more portable information processors protect an individual and 
confidential information within each memory measure based on said communication. It 
has two or more said portable information processors with which the each second cell 
of cell housing bodies is charged with said one or more charging equipment, Said 
means of signal communication perform communication about attestation between 
said two or more portable information processors and said one or more charging 
equipment, and said two or more of said portable information processors protect an 
individual and confidential information within each memory measure based on said 
communication. 
[0026] 

Thereby, two or more sets of charging equipment which can respond to one set of a 
portable information processor can be set up. It is also possible to set up two or more 
sets of a portable information processor and two or more sets of charging equipment 
as a group similarly. 
[0027] 

It is in an attestation confirming system concerning this invention, and it connects 
with a communications network and said charging equipment may be supervised by an 
external device. Since charging equipment serves as network correspondence, the 
internal adjustment can supervise it from other PCs connected to LAN etc. Then, by 
executing with PC a program which checks existence of charging equipment shows 
easily that charging equipment was removed from LAN etc. if charging equipment is 
made impossible [ operation ] when removed from LAN, a reuse in a theft etc. will be 
boiled markedly and will become troublesome. Of course, if connected to LAN etc. at 
all, protection of a password etc. starts and protection by a key code to a product is 
also easy. That is, a minimum charging function is given in hard as a charging 
equipment side, an authentication function is set up by software with PC more than it, 
and even if the 3rd malicious person obtains only charging equipment, it becomes 
possible easily to suppose that setting out is impossible. This divides a function of 
charging equipment further, makes storage possible and raises a barrier to an 
unauthorized use to a separate place. 
[0028] 

[Embodiment of the Invention] 

Hereafter, it explains, referring to drawings for some embodiments of this invention. A 
1st embodiment is provided with the following. 

The portable information processor 10 which performs information processing 
operation by the electric power supply from the rechargeable batteries (battery 
charger) 12, such as a lithium ion battery which are the attestation confirming 



systems 1 of composition of being shown in drawing 1 , and was stored in the battery 
pack 1 1 . 

Charging equipment 30 which charges the, rechargeable battery 12 in the battery pack 
11. 

The signal transduction part 50 which performs communication about attestation 
between the charging equipment 30 and the portable information processor 10. 

[0029] 

Since the portable information processor 10 is portable, variety-of-information 
processing which is later mentioned using the electric power by a rechargeable 
battery is performed. In performing variety-of-information processing, start a 
variety-of-information processing program by a processor, or, Power consumption 
becomes larger as a device is used with a natural thing, since display a processing 
result on a liquid crystal display (LCD), a sound is outputted from a loudspeaker or it 
communicates by connecting with a network. Therefore, it is necessary to charge the 
rechargeable battery in a battery pack with charging equipment frequently like every 
several days or every day. 
[0030] 

This attestation confirming system 1 attests whether it is that charge accomplishes 
between the charging equipment 30 connected to the portable information processor 
10 at the time of initial setting by a legitimate user, when the battery pack 1 1 in the 
portable information processor 10 is charged by the charging equipment 30. If it is got 
blocked and the thing for which the portable information processor 1 0 is connected to 
charging equipment which is different in the charging equipment 30 connected at the 
time of initial setting as a result of attestation and which cannot attest becomes clear 
(refusal of attestation), the corresponding memory area of the memory which has 
memorized the individual and confidential information which are mentioned later will be 
eliminated. 
[0031] 

WERABURU type information processors, such as a clock type information processing 
terminal in which the portable information processor 10 contained the rechargeable 
battery (battery charger) 12, Or it is widely used as small portable equipment, such as 
a cellular phone and a SEMIWE rubble type information processor like a Personal 
Digital Assistant (Personal Digital AssistantPDA). 
[0032] 

The electric power supplied from the rechargeable battery 12 stored in the battery 
pack 1 1 is used for the portable information processor 10, For example, information is 
processed in electronic banking processing of network connection processing, 
telebrief processing, E-mail processing, word processing, image management 
processing, address book creation management processing, telephone number 



management processing, the merchandise purchase by a network, a commodity 
transaction, etc., spreadsheet processing, database processing, etc. And an individual 
and confidential information, such as the telephone records relevant to these 
information processing, a mail address, an important document, an important picture, 
an address book, a telephone number, electronic banking data, and an identification 
code further in connection with electronic banking, are memorized in a memory. 
[0033] 

For this reason, the battery pack 1 1 which can be stored enabling free attachment and 
detachment as the portable information processor 10 is shown in drawing 1 , The 
processor 13 and the memory 14 used as a data storage part including said individual 
and confidential information which are generated or needed by information processing, 
It has the key operation section 17, the loudspeaker 18, the microphone 19, and the 
liquid crystal display (LCD) 20 which consist of a ten key connected to the interface 
15 for network communication, the input-and-output (I/O) interface 16, and the I/O 
interface 16, or switches. The portable information processor 10 is faced performing 
said variety-of-information processing, A network connection processing program 
which takes out one by one and is executed by the processor 13, A telebrief 
processing program, an E-mail processing program, a word-processing program, An 
image management processing program, an address book creation management 
processing program, a telephone number management processing program, It also has 
the program memory 21 which stores the operating system (OS) program etc. as well 
as application programs, such as electronic banking processing programs, such as 
merchandise purchase, a commodity transaction, etc. by a network, a spreadsheet 
processing program, and a data base processing program. 
[0034] 

The charging equipment 20 is usually connected to commercial power by AC plug 31. 
AC/DC conversion carries out AC from commercial power, it is made the 
predetermined voltage of a direct current, and current, and the rechargeable battery 
12 in the battery pack 11 is supplied. Charge is performed by connecting to the 
terminal for charge of the battery pack 1 1 (-) the - side line 33 which connects to the 
terminal for charge of the battery pack 1 1 (+) the + side line 32 connected to the 
terminal for charge (+), and is connected to the terminal for charge (-). Although a 
graphic display is omitted in the battery pack 11 here, the memory which has 
memorized the date of manufacture, the identification code of charging frequency and 
a battery pack, etc., and the processor are provided. 
[0035] 

The internal configuration of the charging equipment 30 is shown in drawing 2 . With 
the AC->DC converter 34, AC supplied by AC plug 31 connected to commercial 
power is changed into DC of a predetermined value, and is supplied to the charge 
control part 35 and the processor A36. The charge control part 35 performs charge 



control, such as restriction of current, and stabilization of voltage, for charge. The 
processor A36 is a processor which carries out control by the charge control part 35. . 
The processor A36 is performed between said processors of the battery pack 1 1 by 
the signal wire which is the signal transduction part 50 mentioned later. From the 
communication about charge, the charging information for the charging frequency of 
the rechargeable battery 12 and battery residue and other managements is read, and 
the charging time by the charge control part 35, the temporal change of a charge, etc. 
are controlled based on such charging information. These AC->DC converter 34, the 
charge control part 35, and the processor A36 are the general functional divisions 37 
of the charging equipment 30. 
[0036] 

The charging equipment 30 has the processor B38 connected to the signal 
transduction part 50 other than said general functional division 37, and the memory 39 
connected to this processor B38. In this attestation confirming system 1, the 
processor B38, A tap is attached to this signal wire for the signal wire currently used 
for communication of said charging information between the charging equipment 30 
and the battery pack 1 1 from the first, and it is used as the signal transduction part 50 
which performs communication about attestation between the processors 13 in the 
charging equipment 30 and the portable information processor 10. That is, the 
processor B38 from the communication result about attestation between the charging 
equipment 30 and the processor 13 which are performed in the signal transduction 
part 50. It is checked whether whether the portable information processor 10 is a 
device which a legitimate user owns, the charging equipment 30, or the portable 
information processor 10 is the system set up according to right combination. The 
memory 39 has memorized an identification code (ID), a random number, etc. which 
are used for the authenticating processing performed by the processor B38. 
[0037] 

The functional block diagram of the authenticating processing which the processor 
B38 performs is shown in drawing 3 . It consists of the random number generation part 
40, the authenticating processing execution part 41, the encryption section 42, the 
decoding part 43, and the trigger switch (initial-setting switch) part 44. 
[0038] 

In the memory 39, ROM39a and RAM(or flash memory)39b are provided. ROM39a sets 
ID and others (for example, the part number of charging equipment, a serial number, 
the date of manufacture, etc.) the first stage at the time of factory shipments. 
RAM39b memorizes the processing result of a processor. In the first setting out, the 
signal from ID and the random number generation device at the time of factory 
shipments is processed and memorized. Addition or EXOR may be simply sufficient as 
this processing in ID and the random number at the time of factory shipments, for 
example, and it may be made into the form which can read ID the first stage combining 



ID and a random number. 
[0039] 

The authenticating processing execution part 41 is combined by processing which 
mentioned above initial ID stored in ROM39a in the memory 39 at the time of initial 
setting, and the random number generated in the random number generation part 40, 
and is sent to the encryption section 42. The encryption section 42 enciphers ID and 
a random number said first stage, lets the signal transduction part 50 pass, and sends 
it to the processor 13 in the portable information processor 10. This will share ID 
between the charging equipment 30 and the portable information processor 10 
mutually the first stage. The outline of the authentication operation after initial setting 
is mentioned later. 
[0040] 

The decoding part 43 decodes the signal about the authenticating processing sent 
from the processor 13 in the portable information processor 10. Since the trigger 
switch 44 is a switch operated, for example at the time of initial setting or the 
below-mentioned erroneous connection by a legitimate user, it is desirable to have 
inconspicuous composition pressed with a nib etc. so that a use may not be known by 
the 3rd person. Of course, it is not necessary to write a name etc. in a case. 
[0041] 

The processor B38 which is in the charging equipment 30 and was shown in drawing 2 

may be unified by the processor A36. 

[0042] 

The details of operation of the attestation confirming system 1 which explained 
composition until now and which consists of the portable information processor 10, 
the charging equipment 30, and the signal transduction part 50 are explained below. 
[0043] 

The attestation confirming system 1 attests whether it is that charge accomplishes 
between the charging equipment 30 connected to the portable information processor 
10 at the time of initial setting by a legitimate user, when charging the battery pack 1 1 
in the portable information processor 10 with the charging equipment 30. Personal 
authentication that it is whether it is that the portable information processor 10 is 
used by the legitimate user by this will be performed. 
[0044] 

Then, when it purchases, by a user, the portable information processor 10 and the 
charging equipment 30 currently prepared as the accessories are connected as a pair 
of a normal combination, and initial setting is performed. 
[0045] 

The portable information processor 10 and the charging equipment 30 with which it 
was equipped with the battery pack 1 1 are connected, and charge is started. If it will 
charge above to some extent after charge starting, initial setting will become possible, 



continuing this initial charging. 
[0046] 

By monitoring communication with the signal wire (the signal transduction part 50 and 
common use) of the processor in the battery pack 1 1 and the charge control part 35 
shows the situation whether the rechargeable battery 12 in the battery pack 11 was 
charged, so that initial setting was possible. Whether the battery was charged by the 
grade which can be initialization set up makes the charging equipment 30 recognize 
LED visually to a user by attachment, lighting of this LED, blink, etc. 
[0047] 

This initial setting is started when a user operates the trigger switch 44. That is, if the 
user who got to know having charged by LED presses the trigger switch 44 with a nib 
etc. so that it can initialize, initial setting will start. After purchasing the portable 
information processor 10 and the charging equipment 30, after a rechargeable battery 
is charged to some extent, if a user pushes the trigger switch 44, an initialization 
action will be performed, but it is in the state combined with the charging equipment 
30, and does in this way because [ of the following reasons ]. 
[0048] 

Considering sample exhibition in a store etc., charging first after factory shipments is 
not necessarily the last customer (user). Therefore, initial setting cannot be 
performed at the time of factory shipments. Since inconvenience will occur when the 
inferior goods of charging equipment are discovered after that if charging equipment 
and a portable information processor are made to correspond to the couple 1 at the 
time of factory shipments, initial setting cannot be performed at the time of factory 
shipments. The last customer is also declaration of intention of charging with specific 
charging equipment, and, thereby, defines the pair of charging equipment and a 
portable information processor. It also has a meaning of the reset to a 
factory-shipments time. 
[0049] 

Actual initial setting is performed that it is the following, when the processor B38 
functions as the authenticating processing execution part 41 of drawing 3 . If the 
trigger switch 44 is pushed, ID at the time of the factory shipments read from ROM39a 
in the memory 39 and the random number signal generated from the random number 
generation part 40 are added simply first, for example, and while memorizing this result 
to RAM39b, the encryption section 42 will be passed. The information for attestation 
which consists of ID enciphered by the encryption section 42 and a random number 
signal communicates to the processor 13 of the portable information processor 10 via 
the signal transduction part 50. The portable information processor 10 decodes said 
enciphered information for attestation, and stores it in an own memory. This will share 
ID between the charging equipment 30 and the portable information processor 10 
mutually the first stage. 



[0050] 

It not only may add ID and the random number at the time of factory shipments, but as 
mentioned above, logical sum addition (EXOR) may be carried out, and generation of 
the information for attestation may be made into the form which can read ID the first 
stage combining ID and a random number. 
[0051] 

It is suitably chosen by the throughput of the goods used or a processor whether ID 
and a random number are used at this time. Since it is generated based on a random 
number and newest ID differs for every communication even if the same may be said 
of encryption and decryption and it omits a code/decoding, it is also read and there is 
no not much big meaning in self. However, since it will become easy to analyze about a 
protocol if encryption and decryption are omitted, of course, safety falls. 
[0052] 

The basic motion in use after initial setting is completed is explained, on of the 
portable information processor 10 is always [ power supply ] a principle. Therefore, 
foundations have always equipped with the battery pack 11. However, in processing 
information in network connection processing etc. of the actual condition which was 
mentioned above, as consumption of the power consumption of a rechargeable 
battery uses a device, it is more intense. For this reason, charge of the battery pack 
11 by the charging equipment 30 is frequently performed like every several days or 
every day. About one month at the longest is assumed. It is realistic to equip charging 
equipment periodically with such a device, and to supply a power supply. In this 
attestation confirming system 1, after using this point positively and performing initial 
setting, whenever it is connected to the charging equipment 30, communication for 
attestation is performed, and new ID is set. 
[0053] 

Once, ID (referred to as ID 1 ) set as the portable information processor 10 removed 
from the charging equipment 30 is memorized by the charging equipment 30. If the 
portable information processor 10 is again connected to the charging equipment 30 in 
this state, the charging equipment 30 will read ID1 of the portable information 
processor 10, and will compare it with ID1 which he has memorized. Here, if it agrees, 
new ID (ID2) will be generated and it will transmit to the portable information 
processor 10 using the signal transduction part 50. The portable information 
processor 10 receives new ID (ID2), and sets it to the memory of the processor 13. 
The portable information processor 10 will achieve the results of the personal 
authentication of being used by the legitimate user, with the charging equipment 30. 
The portable information processor 10 can perform normal information processing 
operation after charge. Normal information processing operation here is information 
processing operation in the state of remaining without eliminating said confidential 
information. 



[0054] 

In not agreeing on the other hand as a result of collation with IDX which the charging 
equipment 30 read from the portable information processor 10, and ID1 which he has 
memorized but differing, The charging equipment 30 sends a result that it cannot get 
blocked and attest to the processor 13 of the portable information processor 10 as a 
result of the purport that it does not agree via the signal transduction part 50. Then, 
the processor 13 judges that the portable information processor 10 is used by the 
theft etc. by the 3rd person who is not legitimate. And the processor 13 eliminates the 
specific memory area of the memory 14 relevant to said information processing which 
has memorized an individual and confidential information, such as telephone records, a 
mail address, an important document, an important picture, an address book, a 
telephone number, electronic banking data, and an identification code in connection 
with electronic banking, further. Thus, a specific memory area is a certain set-up field 
which covers the field or them in which the legitimate user stores an individual and 
confidential information. Or the processor 13 may initialize the memory 14 in the state 
at the time of factory shipments, when it judges that the portable information 
processor 10 is used by the 3rd person who is not legitimate. 
[0055] 

Procedure of the attestation confirming system 1 after initial setting was performed is 
made into a flow chart, and is shown in drawing 4 . It is the procedure which the 
processor B38 of the charging equipment 30 performs, and is a procedure when 
functioning as the authenticating processing execution function 41 . once said initial 
setting was completed and connection was canceled, the charging equipment 30 and 
the portable information processor 10 were connected further — judging (it is YES at 
Step S1) — it starts. It can be judged whether the charging equipment 30 and the 
portable information processor 10 were connected by monitoring the communication 
of said charging information performed by that between the charging equipment 50 
and the battery pack 1 1. Here, the information for attestation currently treated should 
add the random number (RND) to ID. 
[0056] 

The processor B38 reads ID set as the portable information processor 10 via the 
signal transduction part 50 (Step S2). For example, it is initialization ID at the time of 
initialization setting out, and ID1 [ last ]. The charging equipment 30 is sharing the 
portable information processor 10 and ID at the time of the last connection from 
which the time of initialization setting out or a legitimate authentication result was 
obtained. Therefore, since self has also memorized initialization ID or ID1 [ last ], it is 
judged whether ID of a portable information processor is effective based on this (Step 
S3). 
[0057] 

If it judges that ID of a portable information processor is effective (it is YES at Step 



S3), it will progress to step S4. In step S4 t a random number (RND1) is read from the 
portable information processor 10. This should also be shared with the portable 
information processor 10 at the time of the last connection from which the time of 
initialization setting out or a legitimate authentication result was obtained. And it 
judges whether a random number (RND1) is effective at Step S5, and agrees with the 
random number which has memorized self, and if effective and it will judge (it is YES at 
Step S5), it will progress to Step S6. 
[0058] 

It means that the result of the personal authentication that the portable information 
processor 10 of a user with legitimate having been judged as YES at Step S5 is used 
was obtained. In Step S6, a new random number (RND2) is generated from the random 
number generation part 40, and it adds to ID, and stores in RAM39b. Of course, ID2 
[ new ] is generated and ID2 and random number RND2 may be stored in RAM39b. 
This new random number (RND2) or ID2 and random number RND2 are transmitted to 
the processor 13 of the portable information processor 10 by the communication 
which used the signal transduction part 50. 
[0059] 

When it is judged as (NO) which has not agreed at Step S3 or Step S5 as a result of 
collation of ID or a random number (RND), or when it is judged that they are unset up 
ID and an unset up random number, it progresses to Step S8. In Step S8, the 
processor B38 sends a result that it cannot get blocked and attest to the processor 
13 of the portable information processor 10 as a result of the purport that it does not 
agree by communication which used the signal transduction part 50. Then, the 
processor 13 judges that the portable information processor 10 is used by the theft 
etc. by the 3rd person who is not legitimate. By this the processor 13 of the portable 
information processor 10, The specific memory area of the memory 14 relevant to 
said information processing which has memorized an individual and confidential 
information, such as telephone records, a mail address, an important document, an 
important picture, an address book, a telephone number, electronic banking data, and 
an identification code in connection with electronic banking, further is eliminated. 
[0060] 

It is progressing to Step S8 also with the case where it is judged that they are unset 
up ID and an unset up random number, at Step S3 or Step S5 as a result of collation of 
ID or a random number (RND). This is a measure for the trial which the 3rd person is 
going to repeal ID or the random number of the portable information processor 10, and 
do out of the object of a system after said initial setting. 
[0061] 

Thus, when the battery pack 1 1 in the portable information processor 10 is charged by 
the charging equipment 30 as for the attestation confirming system 1, It attests 
whether it is that charge accomplishes between the charging equipment 30 connected 



to the portable information processor 10 at the time of initial setting by a legitimate 
user, and personal authentication that it is whether it is that the portable information 
processor 10 is used by the legitimate user is performed. And said individual and 
confidential information can be protected based on an authentication result and what 
those individuals and confidential information are used for the 3rd malicious person 
can be prevented. 
[0062] 

By the way, even if a legitimate user connects with other different charging equipment 
from the charging equipment which connected the portable information processor 10 
at the time of initialization setting out accidentally, the specific memory area of the 
memory 14 which has memorized an individual and confidential information at Step S8 
will be eliminated. 
[0063] 

It prepares for the erroneous connection by such a legitimate user, step S9 and Step 
S10 are prepared, and initialization setting out can be performed again. However, it 
becomes conditions that the trigger switch (initial-setting switch) 44 is operated by 
the user in step S9. As mentioned above, the trigger switch 44 is a switch of 
inconspicuous composition of being pressed with a nib etc., and is a switch which the 
operation purpose understands only by a legitimate user. Therefore, when the trigger 
switch 44 is pressed by the valid user and the initialization mode is chosen in step S9, 
it goes into initialization setting-out mode again. In Step S10, it goes into the 
initialization mode, and the charging equipment 30 uses the signal transduction part 50 
for the portable information processor 10, and transmits ID from ROM39a to it. Then, 
RND2 is generated at Step S6 (Step S6), and it is bound to said ID, and is stored in the 
memory of the processor 13 of the portable information processor 10 (Step S7). 
[0064] 

Being in the attestation confirming system 1, the processor B38 of the charging 
equipment 30 performs procedure shown in drawing 4 , and functions as the 
authenticating processing execution part 41. For this reason, by the anticipated use 
periodically charged with the regular charging equipment 30, the attestation 
confirming system 1. Combination with the charging equipment 30 is checked by ID of 
the portable information processor 10 at every time, and holding the situation 
(situation where the user's individual and confidential information were memorized) 
which the user customized is continued. 
[0065] 

When a theft etc. charge with other charging equipment, all of an individual and 
confidential information are eliminated. When the legitimate user has done said 
erroneous connection, although an individual and confidential information are 
eliminated, they make reinitialization possible. 
[0066] 



Drawing 5 is the composition of the signal transduction part 50 (communication wire) 
circumference of the hardware used for a 1st embodiment. The processor 36 in 
charging equipment and the processor (controller) 64 of battery pack 1 1 built-in are 
connected by the signal transduction part 50. Since the communication between the 
battery and charging equipment which are used for the camcorder etc. is permanent 
communication, bus-line composition may be impossible for it. In this case, it is 
necessary to consider it as a line type bus line by the wired OR shown, for example in 
drawing 5 . Although this example explains a line type bus line, even if it is multiple wire 
system, of course, it is possible. What is connected to it considers that the bus-line 
method can take a high impedance state, and it does not interfere. A line type bus line 
°f drawing 5 is composition which has required the power supply voltage Vcc for the 
collector and each processor of the switching transistors 62, 63, 65, and 66 via the 
load resistance 61. So to speak in this composition, the processor A36 in the charging 
equipment connected by the signal transduction part 50 and the processor 64 of 
battery pack 1 1 built-in are the present communication portions. The processor B38 
of the charging equipment 30 and the processor 13 of the portable information 
processor 10 are the communication controller portions extended by this invention 
this time. The processor B38 is a processor added in the charging equipment 30. 
(Although repeated, the processor A36 and common use may be sufficient.) On the 
other hand, the processor 13 is a processor in the portable information processor 10, 
and the exchange of ID is performed by the communication which used the signal 
transduction part 50 between the processors B38. 
[0067] 

Drawing 6 is an example of signal aspect. Based on the timing of the timing pulse 71 
outputted from the processor A36 (master processor) of the charging equipment 30, 
each processor determines the timing which outputs data. For example, according to 
the timing of the timing pulse 71, it outputs like [ the processor A36 calls it the data 
72, and / the processor B38 ] the data 73. This is fundamentally the same as a token 
ring method. 1 byte of data D is defined following the header pulse HP, and the 
composition of data serves as a packet of a suitable number of bytes, as the numerals 
74 show. The data 72 and information required in 73 can be included by such a method. 
[0068] 

As shown in drawing 7 as a structure of a packet, the transmission source address 75, 
the transmission destination address 76, the data length 77, and the data 78 (the data 
1 - data N) are minimum necessities, and may also contain an error correction code 
etc. in this. The broadcasting code is also defined as the transmission destination 
address 76 (for example, 0). 
[0069] 

The protocol between the charging equipment 30 and the portable information 
processor 10 is also explained briefly. As shown in drawing 8 , the charger output 81 is 



a broadcast signal which the charging equipment 30 (it is correctly considered as the 
processor A36 of drawing 5 by the master-processor; book embodiment of the 
charging equipment 30) generates at the time of communication standby. If the 
portable information processor 10 is connected to the charging equipment 30, it will 
monitor how many devices as for the portable information processor 10 ( are on the 
same bus line now by monitoring the periodic time of the timing pulse 71 shown in 
drawing 6 , and its address will be set up (it is considered as the address 2). Although 
one device is fundamentally assumed to one charging equipment in this embodiment, it 
is explained sufficient [ plurality ] as a portable information processor. And a broth and 
charging equipment perform ID request 83 for the authentication demand 82 to this to 
charging equipment (the address 1 and assumption). In addition, communication 
according to the procedure currently described at the flow chart of drawing 4 is 
performed (it continues with 84 and 85), and refusal of attestation or attestation 
becomes clear. The memory storage defined by the inside of the apparatus side at the 
time of attestation refusal is eliminated. 
[0070] 

It is not connected to the state 30 from which it separated from this attestation 
confirming system 1, i.e., charging equipment, but the portable information processor 
10 can eliminate the field of a memory where said individual and confidential 
information were memorized in the state where charge is not made as well as refusal 
of said attestation. When the rechargeable battery 12 of the built-in battery pack 1 1 is 
exhausted to a predetermined level (that is, dead battery), lapsed time is measured by 
a timer which is later mentioned at the same time it urges charge, and if specific 
lapsed time passes, said memory area will be eliminated. If a dead battery is caused, 
said individual and confidential information will be protected. It can prevent an 
individual and confidential information being misused by the 3rd malicious person etc. 
by this. 
[0071] 

By the way, after the last ID setting is completed in said confirmation authentication 
system 1 (a 1 st embodiment), in within a time [ a certain / fixed ], information may be 
able to be read easily. Although it is generally realistic to use combination with a 
password, etc., it advances explanation, assuming a password to be what is broken. 
Therefore, if the portable information processor 10 encounters a theft immediately 
after setting up last ID (and this probability becomes high in the user who has charged 
periodically), it will not be protected until it causes a dead battery, but will be hard to 
attain the original purpose, it seems that safety for that was improved — what is 
carried out is a 2nd embodiment. 
[0072] 

The composition of the attestation confirming system 90 used as a 2nd embodiment is 
shown in drawing 9 . It becomes the portable information processor 100 and the 



personal computer (PC) 110, for example from the network 92 like the Internet. Of 
course, the charging equipment 30 may be included. Since the portion including this 
charging equipment 30 is the same as that of the system 1 of said 1st embodiment, 
explanation is omitted here. 
[0073] 

The portable information processor 100 is the composition of having added the timer 
101 and the Radio Communications Department 102 to each part shown in said 
drawing 1 further. The software by which software, such as application software 
stored in the program memory 21, is started by a timer takes the lead. 
[0074] 

The Radio Communications Department 102 constitutes the local Radio 
Communications Department from a predetermined band treating part, an RF 
processing section, and a local wireless communication antenna, and does radio of the 
data between PC110, for example. PC110 and communication which were provided 
with the telephone function according to the telephone protocol by the Internet like 
VpIP, and were similarly provided with the VpIP function via the access point (AP) 91 
can also be performed. 
[0075] 

Wireless connection of the portable information processor 100 can be carried out to 
AP91 via network communication I/F15, and it can also be connected with PC110 
through the Internet 92. 
[0076] 

The Internet 92 makes the broadband transmission (Broadband Transmission) 
possible by the spread of a broadband and high-speed communication lines now. The 
Internet is realized using an optical fiber, CATV (cable TV), radio, etc. Generally, the 
network consists of not less than 500k bps communication lines. Of course, a local 
area network (Local Area Network:LAN) may be used. 
[0077] 

PC110 has connected ROM113, RAM1 14, HDD115, and LCD controller 116 to 
CPU111 via bus (BUS)112, as composition is shown in drawing 10 . The 
input-and-output (IO) part 118, the network interface (I/F) 122, and the Radio 
Communications Department 123 are connected to CPU111 via the bus 112. LCD117 
has connected with LCD controller 116. The loudspeaker 119, the microphone 120, 
and the key operation section 121 are connected to the IO section 118. 
[0078] 

In the portable information processor 100, if the timer 101 is set and the set period by 
this timer 101 comes at the same time last ID is set up by connection with the 
charging equipment 30, it will go into an alert state. The following functions are 
supervised in the state of an alert. 

(1) Access to the personal information field of a memory. 



(2) Access to the document which the user drew up. 

(3) Communication with the exterior (this communication is also included when the 
WEB browser is contained.) It is because personal information is used as a part of 
information on this communication. . 

[0079] 

On the contrary, about the next thing, it does not supervise at all. This is for 
suppressing the rise of cost by supervising reasonably. 

(4) Reference of a clock function. 

(5) Reference of a calculator function. 

(6) Only creation of a new document. 
[0080] 

When the above-mentioned monitoring function is performed in the state of an alert, 
the portable information processor 100 performs the following operations according to 
control of the processor 13. First, network communication I/F15 and the 
communication function using the Radio Communications Department 102 are started, 
and personal information, others, and different information from the time of factory 
shipments are transmitted to the mail address beforehand set up on PC1 10. Then, the 
memory area of the memory 14 which has memorized the individual and confidential 
information containing a set up mail address will be eliminated. By carrying out like this, 
the individual and confidential information of the portable information processor 100 
will be eliminated from the memory 14, or the memory 14 will return at the time of 
factory shipments. Thereby, the portable information processor 100 will be in the 
state of only a very fundamental function being performed or being able to perform 
only reinitialization setting out combined with the charging equipment 30. 
[0081] 

Two or more stages may be established about the evacuation and elimination of 
information using the timer 101. For example, when the information for electronic 
banking is eliminated in the first timeout (for example, one day), the mail address 
memorized in the next timeout (the 2nd day) is eliminated and it becomes on the 3rd, 
it is ** from which all the data is eliminated. 
[0082] 

It may carry out, because it only eliminates, without saving to PC1 10 as which started 
the communication function and the user specified data. It is eliminating also in the 
state (for example, based on a remote place, an obstacle, etc.) where it becomes 
impossible between PC110 or AP91 communicating the Radio Communications 
Department 102 of the portable information processor 100 or network communication 
I/F15. 
[0083] 

Since backup data is saved its PC110 even if it results in such a situation while a 
regular user uses it (it can carry out raw [ of the unforeseen accident that data is lost 



according to communication failure ] as mentioned above), it can set up again. As a 
setting method, the restoration by the communication function prepared for the 
manual or the portable information processor or either is possible. Of course, when 
returning the backup data saved PC110 to the portable information processor 10, it 
may be made to perform authenticating processing between the portable information 
processor 10 and PC110. Also when this has crossed PC110 to the 3rd malicious 
person's hand, said individual and confidential information can be protected. 
[0084] 

By the way, with the attestation confirming systems 1 and 90 of said 1st and 2nd 
embodiments, the charging equipment 30 has stated only only one set of the case to 
the target portable information processors 10 and 100. Since establishment of a theft 
and loss also increases so much, safety is a translation raised in the thing with two or 
more sets to limit to only one set, but in the actual world, it may be told to an office 
and a house that he wants every one set of charging equipment, for example. The 
thing in consideration of such a case is a 3rd embodiment. 
[0085] 

The composition of the attestation confirming system 120 used as a 3rd embodiment 
is shown in drawing 1 1 . It is an attestation confirming system using the composition 
which enables charge of one set of the portable information processor 125 with two or 
more sets, for example, two sets, of the charging equipment 121 and 122. Of course, 
three or more sets and at least about ten sets of charging equipment are possible. It is 
the point that this attestation confirming system 120 makes said target charging 
equipment 121 and two or more sets of arbitrary charging equipment other than 122 
impossible [ simple addition correspondence ] to one set of the portable information 
processor 125 at the time of initial setting. Thereby, suitable charging equipment 
prevents being able to set to enabled correspondence afterwards. 
[0086] 

In drawing 1 1 , the connectors 123 and 124 for performing communication between 
charging equipment using the signal transduction part 126a are prepared for the first 
set of the charging equipment 121, and the 2nd set of the charging equipment 122. 
[0087] 

Also in this attestation confirming system 120, initial setting by a user is required. 
Initial setting connects the charging equipment 121,122 to be used in the signal 
transduction part 126a using the connectors 123 and 124, and connects the portable 
information processor 125 with the charging equipment 122 in the signal transduction 
part 12b further, Setting up ID of the portable information processor 125 has the 
feature, sharing mutual ID. Initialization setting out is performed in this state. The next 
processing is performed in this initialization setting out. 

(1) Clear the contents of the portable information processor 125 (equivalent to the 
time of factory shipments). 



(2) ID (ID1) of the charging equipment 121 and ID (ID2) of the charging equipment 122 
are memorized by the memory in the processor of the portable information processor 
125 through the signal transduction part 126a and the signal transduction part 126b 
between each connector 123 and 124. The random number by which both were 
charging equipment 1 21 ,1 22 generated simultaneously is bound to ID of each charging 
equipment and is memorized. That is, ID1+RNDA-1 and ID2+RNDB-1 are memorized 
by the portable information processor 125. 
[0088] 

Said RNDB-1 will be updated by RNDB-2, once it removes the portable information 
processor 125 from a system and connects with the charging equipment 122 further 
again. RNDB-2 becomes an identification key to the charging equipment 122 after this 
(of course, updated further.). 
[0089] 

Thus, licence setting out is attained to two or more arbitrary charging equipment by 
connecting all of the 3rd charging equipment and portable information processor of an 
embodiment that are due to be used in the attestation confirming system 120 at the 
time of initialization, and setting it as the basis of check of being in the same place as 
the same time zone. 
[0090] 

Therefore, to the portable information processor side, it means that the database by 
ID of usable charging equipment and the pair of the random number generated at the 
last corresponding to it was done. 
[0091] 

Two or more sets of the charging equipment which can respond to one set of a 
portable information processor can be set up with this method. It is also possible to 
set up two or more sets of a portable information processor and two or more sets of 
charging equipment as a group similarly. 
[0092] 

The attestation confirming systems 1, 90, and 120 of 1st, 2nd, and 3rd embodiments 
explained so far have described the measure against safety improvement only by the 
side of a portable information processor. Becoming unauthorized use impossible, if a 
portable information processor and charging equipment do not always come to hand in 
a pair did not take a measure in the charging equipment side, although it had become 
improvement in safety. Then, the system for aiming at improvement in safety to 
charging equipment is explained as a 4th embodiment. 
[0093] 

The composition of the attestation confirming system 130 of a 4th embodiment is 
shown in drawing 12 . This attestation confirming system 130 has connected the 
charging equipment 30 to the local area networks (Local Area Network:LAN) 1 32, such 
as Ethernet (registered trademark), using the network connecting connector 131. The 



charging equipment 30 has attached the MAC (Media Access Control) address to NIC 
(Network Interface Card) as a network address (NIC is used as the network 
connecting connector 131). Therefore, if the charging equipment 30 is connected to a 
power supply and the network connecting connector 131 is connected to LAN132, 
existence of the charging equipment 30 will be recognized by PC110 via LAN 132. 
[0094] 

The charging equipment 30 has the network connecting connector 131, as mentioned 
above, and it gives the MAC Address to NIC. That is, since it is network 
correspondence, the internal adjustment can supervise from other PC1 10 connected 
to LAN132. Then, by executing in PC110 the program which checks existence of the 
charging equipment 30 shows easily that the charging equipment 30 was removed 
from LAN 132. if charging equipment 30 is made impossible [ operation ] when removed 
from LAN 132, the reuse in a theft etc. will be boiled markedly and will become 
troublesome. Of course, if connected to LAN 132 at all, protection of a password etc. 
starts and protection by the key code to a product is also easy. 
[0095] 

Namely, in this attestation confirming system 130. A minimum charging function is 
given in hard as a charging equipment 30 side, an authentication function is set up by 
software (it supplies by CDROM etc.) more than it PC110, and even if the 3rd 
malicious person obtains only the charging equipment 30, it becomes possible easily to 
suppose that setting out is impossible. This divides the function of the charging 
equipment 30 further, makes storage possible and raises the barrier to an 
unauthorized use to a separate place. 
[0096] 

It may be made for PC110 to control the function of the charging equipment 30 via 
LAN 132. For example, it is the function control which monitors whether the charging 
equipment 30 was connected with the portable information processor 10 connected at 
the time of initial setting, and a different portable information processor, and an 
attestation identification result that is, and stops charge of the charging equipment 30 
in attestation refusal. When the charging equipment 30 is separated from a network or 
a main power supply, the ID setting function of the function as the authenticating 
processing execution part 41 by the processor B38, etc. may be reset. The reset ID 
setting function can be restored by again legitimate procedure, such as press of said 
trigger switch 44. 
[0097] 

[Effect of the Invention] 

According to the attestation confirming system concerning this invention, 
communication about attestation can be performed between the control means in 
charging equipment and a portable information processor, and the individual and 
confidential information which are memorized in the portable information processor 



based on the result of an attestation check can be protected. 
[0098] 

According to the attestation check method concerning this invention, communication 
about attestation can be performed between the control means in charging equipment 
and a portable information processor, and the individual and confidential information 
which are memorized in the portable information processor based on the result of an 
attestation check can be protected. 
[0099] 

Since according to the portable information processor concerning this invention a 
timer means is started and an individual and confidential information are eliminated 
after wireless transmission to a specific external device after predetermined 
set-period progress after a rechargeable battery is charged legitimately, the 
confidential information memorized in the portable information processor can be 
protected. 

[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the composition of the attestation confirming 
system 1 used as a 1st embodiment. 

[Drawing 2] It is a block diagram showing the internal configuration of charging 
equipment. 

[Drawing 3] It is a functional block diagram of the processor B of charging equipment. 
[Drawing 4] It is a flow chart which shows the procedure of the attestation confirming 
system 1 after initial setting was performed. 

[Drawing 5] It is a hardware-constitutions figure of the signal transduction part 
circumference of the attestation confirming system 1. 

[Drawing 6] It is a timing chart which shows the gestalt of the signal which is the target 

of the communication performed in a signal transduction part. 

[Drawing 7] It is a figure showing the packet structure of said signal. 

[Drawing 8] It is a figure for explaining the protocol of said communication performed in 

a signal transduction part. 

[Drawing 9] It is a block diagram showing the composition of the attestation confirming 
system 90 used as a 2nd embodiment. 

[Drawing 10] It is a block diagram showing the internal configuration of a personal 
computer. 

[Drawing 11] It is a block diagram showing the composition of the attestation 
confirming system 120 used as a 3rd embodiment. 

[Drawing 12] It is a block diagram showing the composition of the attestation 
confirming system 130 used as a 4th embodiment. 
[Description of Notations] 

1 and 90,120,130 An attestation confirming system and 10,100,125 Portable 
information processor, 11 A battery pack and 12 A rechargeable battery and 13 A 



processor and 1 4 Memory, 30,1 21 ,1 22 [ A random number generation part and 41 / An 
authenticating processing execution part and 42 / An encryption section and 43 / A 
decoding part and 44 / A trigger switch and 50 / Signal transduction part ] Charging 
equipment and 36 The processor A, the 38 processors B t and 39 A memory and 40 
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[0 0 5 1 ] 
[0 0 5 2] 

n«^U:,i8itiEilJOifll{,J*ffi/\ SfbvM D^-tr>y ht5o 
[0 0 5 3] 

— ^'.-liSift 3 ofr^n^ftrcmw> f >mmmm\ni oicwAL-znrc id (idiw 

£Si. v f3 Otci'^^rT^i:, ^5'.li«ii v (3 0 ttiK^iJWti7««lSI!Si« iooidi 

. s^A^aatBUT^s i d i £!8-a-rs„ cct** ^st-rn^H/^ id c i d 2) 

1 0l±, fLl> ID ( I D 2) &&lf&0 :/d-fe«v9- 1 3 (D^^V ic-t-y h LTfc<„ ?E 

mmmff&n? c t. zz^^mN&wmf&mmftttes wi,Emmi\'mm\"i£ 

[0 0 5 4] 

—73 . ^ent^e 3 0 ^mmmmmmm^m 10*^ i/ciDxt, g ftmzm u t 
i/^-s 1 d 1 ^ oBa-a-^ojfc'iin. ^gj-tfrw&sty-a-KfcJu ^tw\m:n3 oitirv- 5 ott 

n-tr y-9-l 3tciM§ 0 t«fc, ^D-b-y+M 3t±. «5^SJffif*fi«ia»K 1 O^HS^lcJ; 
DXE$£-?3:<^|g3#{C£ O-f^ffl^tlTt/^ fc^'JWf-rSc, f LT, 7*P-t7^ 1 3tt, ituiB 

JEmteZL— *f£>m A&tf «}fiB1ff?H«r«MW LTt^ M^cS rt: 14 *n e> * # / 
?nftS«f*S. &SW4. ^n-b-y-9-1 3 14. ^^SytifMPI^B 1 O^IEMT-^V^ 
|g3#K:cfc^T{&ffl£nT^££¥iMbfc£#lct4, ^t'J l 4 ^rl^tti^BJO^ltffl 

[0 0 5 5] 

LT/fxto Oco^n-tr^y-9-B 3 8 t>mffT %>mm^im-V2o K> , S8!B&3^ff«l 

Fig 4 i ni^Tmm^z>h^<Dmm-e&z> 0 mmnmmm&mT^s —m.mm.t>m^ntc 
&s zzicftwmm3 o tmmmmmmmmwi ofimmznrcz£&mm-?z> (x-^y 

7°S l Y E S) £:#i£S 0 ?£it£§B3 0 ££fc&$J1ft?B&II&H l 0 titers 
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frit. nm!&W5 o fc^-y-r-u— ? i i m(D^fttotiz>w}m?tnm%ie}mm &^e— & 

D) &huWl^rz>L<D£-f2> 0 
[0 0 5 6] 

^n-tr-y+TB 3 8«\ OTfci£gfl5 O^LT, ^^§ytif£R£USjgH l oicassssnfc I 
D^rM^m-T (X^-y^S 2) o 0>J*.fc£* WJW<b39:^^0*!I^<k I D-»S\ sftlaKD I D It 

^^Mr&wi^ei i d^it^s. iot, itta^ti dx^huIhi^i 

D l *3H«tbTVS<0-e. cn#3£lc«^1t«#LStt«© I D^SKub^jb^'PJWr-rs 
(Xr-y7°S 3) o 
[0 0 5 7] 

B^SiltSiMMtKH© I DfrmWV£>2>}l¥mTZ>tL (Xf7^S 31CTY E S) , Xf 
^JUtTo X^-y^S 4T'I±, (RND 1) ^^§Ufif M3S=£B 1 0^6^ 

iffllSU Ofc^Ltl^liftSS. fLt, Xf7 5 (RND 1 ) 

fr&fr&^mi,, e#<oaa«uT^*a*i:B'SJtb, ^ra&Ta&sfcwwr (x 

f-yy'SSICTYES) Lfc?), y ^ S 6 ICitfro 

[0 0 5 8] 

X^-y^S 5{CTY E S tmm^tlfctl^ ^ tit, iE^ftn.— tf <Di«fflfStil$8ftia»« 
1 0*'ffiJII*nTi/^Si:v^^AiaiEOWi*i*^€>n/'cCfc»c:ftSo X-r-y^S 6t?ti, 
atBt5S*SP4 0*^«fb^a«[ (RND 2) ;&$g£U I DJcJjpSLTR AM3 9 bKte 
*frr«o fc-^^A,, ItLI/M D2^£4b, I D 2 £SJ&R N D 2 AM 3 9 b iCffiim 
Lttil\ Clco«ff Ul/^aiBC (RND 2) , gtc^Jil D2ta^RND2(i, {g^fcjlgB 
5 O^jlJ^fciOH.i^J: D«{|F f i , !ti l iIfflJI!S!i , 'f l oco^n-fe-y-tf- i 3Klil^n§o 
[0 0 5 9] 

Xf77*S3XaXr-y7°S5KT, I DXiiSLIS (RND) <E>!«|-&<0*i , i.!*U -^StbTt^ 

(no) tvm L rcm&. &^i*m&fei d, ^la^att-pfes^^jwru^is^-ti, 

X^-y 8 tCjffitfo Xv^yT/S 8tC*5l^T. yn-b-y^B 3 ULMciMfS 5 0 ^rJIJ 

v ^ iio (a^t l * v >g <o«si, osd tBMt* # & t coimm&mmmmmmmm 

iffl 0cD7°n-fe'y»t l 3lc5£5o :/n-fey+H 3 t±. mW^WmHDfiVM\n 1 0^ 

*g$ai'l!Sei. v i 1 0cD7 o n-tr-y-9- l 3tt, iVj,Eti , fffi$fflJ , l!fc:|jy ill Lite, iflfl , IS . IB&A ^ ^-;l/7Fl/ 

x. ig^s, mmmm. opftu, mmm^. m^ikm^—z, ^hi^m=?-mm^mt>^> 

[0 0 6 0] 

&*5. X^-y7°S 3X«Xf7yS 5tCT, I DXiigLIS (RND) <E>*S3I, MaR 

Huf5?7]KBrS^^^3#^ ; ^SJ'IWTOJM» 1 Ocdi DX»ia»%^S»^UT^X 
[0 0 6 1 ] 

C(DJ;?tLT, ISMfif gJ/7fA 1 f±> ^^SyWfS^H^S 1 0 rt©^7 7 1 

rnm^m 1 o«M£nfc75«gS3 o iKDm-v^mfrm^ti^oDfr^fr^muis, m 
<DMAikv : wmm%ifrmm<Dm 3 2 ns j;^^^ <• c t s D 

[0 0 6 2] 

tc^-p, mm&^—iffrmmmmtMmmmwi o^mmitmMm^m\^fc^m.m.mn 
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[0 0 6 3] 

«JJ8t8:5£X-f «y^) 4 4 #:x— 1fjc«|f^*n*C ttfgkfttte&o h'J«^7f4 4 

^J&n.— 9*»CJ:»3 h'Jf- X-f-y^4 4 WEJnt^^^- V ^MiR^ tlfc t ^ lc 
it, BS^M^-FtASo Xf>yys 1 WWIS^^e— KlcAO. ?E«S 

i30(iROM39 a^OI D ;&8S*HrgJ1£$g*M^H 1 0 ICfs^fciSgP 5 0^rffijU>T3M 
it5„ Xf7 7 J S6tcTRND2Am$n UfV^S6) „ 32 I D / ^ 

7) o 
[0 0 6 4] 

HgIiEfiiEf;^X-7"A l t;$ot?tfgi3 OcD^u-fe-y-tf-B 3 8fcJ\ 12] 4 tc^L/c&iJI^jilK 
«r^tfLTIBiEiffla^tTaP4 1 irUTttlftB-rSo Z-CofcXb, a?«g§g>'X^A 1 ti, 

«w (3— ifcD^As^^m-iw^g^iB-is^nfc^^) ^sifLo^ttSo 

[0 0 6 5] 

Site, «fc 0 . ffiO3t«SfllJc«};0 ^15*^ n/fcW^-Jcti, fHAZfctfSfcffilBWti-r^ 

[0 0 6 6] 

ig 5 teig i (Dmffi<Dmmicmm-rz>^— fv^tcdm^&mshs o gmsiio siaom^ 

^vii^n'frtco^n-fe^yy-s 6 /^yf'J/Wi'l l rt^o^n-tr-y-y- (3>h 
S/^yr'J-i: TSvliSirtinKDiflif, Hi ','/J IJiCQf. MX v >4»fiRjb^Rlfl6£:*tf'& *> & 

i&jtii*** So AA'fifef?iJ-eti;— sKti^/ ^x^ vteo^T.WBU'r t *» t 

Xtt^lxnSiOt^^T^L^^^o |2I 5 £D— «6l^^X^^>«. f'-UtfJfitfn 6 1 ^ 
MTSSffiVcc^yfy^>7^X^6 2, 6 3, 6 5&t>'6 6cDnU^^ 

TgI$ntt/^?ttgIrt©7*o-fe'y , j-A 3 6 fc/^yfU/^y ^ 1 l F^jgJO^ci-lr -y it 

6 4 it, ^t>i£mn<D&m8i&-e&&o ?ttgi3 ocDX"n-tr-y-9-B 3 8 nmmmm^m 

JISS l 0«7Dt7tl 3 7b^fe0^tcJ;oT^lH]M^^n/ca{Sn> ha — ^gp^-^fe 
§ 0 7n-trylfB3 8li, ?ttgl3 0 rt{ciaijp^nfc^n-t^y-9--c?$)^)o (i?3jgt^ 
. 7n-t7^A3 6J:«fflt:-tJ:i\ ) — 7f. 7n-b7^l 3 fcti*3?gMt$K#igSB l 0 

[0 0 6 7] 

12] 6 «:{i^7£ftgO— fl?IJ-efeS 0 5C1SI3 0©7*Dt7+fA 3 6 (^X^ — ^a-fe >y -9") 
£ Dft 77 £ tlS 5 > n;I.X 7 1 <E> * ^ ^ > ^cg-^T^g-^o -fe >y -y-^v*— * 

5 >^^riHii6So mif7"n-t7fA3 6af-^7 2 N ~7 a -fe -y -9- B 3 8 
f-^TSfct^ii^^sy^^x? i 5 zyy\cS*>i±Tm*}-?Z> a a tut, 

tC N ^7^-^;PXHPtl^Tl/Wh60f-^D^i^n, iS^&M-f' MSW^Jr 
•y ht^:^»o COi?ft7Sf^f-*7 2^7 3 CQp^C^g^lW^-^-fctS C t 

*?>o 
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[0 0 6 8] 

?\>TV h(Dffim.£ LTtiBI 7 tC^-Td; 3 iMfSfxcT' F 1/7, 7 5 , j£1W9cT F 7 6 „ 

— Kf^T-ti^o JMft^tr KUX7 6tc^^a— mxhn- Ffc^iLtfc< 
[0 0 6 9] 

st-c. 7t«^g3 o tmmmmmmmmm 1 op^o^n hr^wc-o^-ctfautuctHEiii-rs 
o Ei8^7j^-rj;-5tc, ^-^+tti^8ia, ?t«gH3 o (.iEmiciz?tmmw3 o<d-? 

X^ — 7°n-tr>y+f- ; ^^SfccQfl^-CteEI 5 co^u-b^y If A 3 6 fct5) 7bSM{sX*>wr 
^t«4tS7o - 3 0 K:«WS*lfc*MM8« l 0*^ 

i^nst, ia?i?§JtiH8*MS5» 1 o «:h 6 Lft*^ s y 7 i <D—mmm%: 

SSJSlT^ (T 7 KUX 2 ttS) o CO^fiaoff^-e«S*^JiC7C«S» 1 otMLTgl 

SI (TFUX 1 £{M^) tC^J- UTlliES*8 TcS^gti CtUcMLT I Dg 

jR8 3>&^t-5o £><hi£, 04<D7n- — McgEbTfe^>MJi#)ilMtc^^fciafS^ft3 

n (8 4, 8 5 i:io % mm&z>^mzu<Dfe : gtfmm-r2>o mMm^mic&m^m 

[0 0 7 0] 

t5Wffiti , /ffiO.IS11iS*ti/fc^ ; eUO«ri««:?f , i*"t*#So WlJti/c/^yrU-^-y^ 1 1C 

-r i: iidB*tc^5zE"rs <fc a ^^-r-r— tcT^jM0- l pi. ,, .j^,]t?J!y u tt&oi&aiitfiJUtfiifffc e>»rj 

[0 0 7 1 ] 

HUBSfiiigESaiE^X-r A 1 (» 1 O^«S<0i«l) IHlDi^TLT 
^OHJf|/UF'3"C?titi , f'Sft^WJz:iW!*tti-y:S <=. — «5^j^ti/-sX 

fc<KJd£UT,Wt5]*iffi«>So LfttfoT, ibl«FI D*Si9r/i£*n/fci«»fc«6<|f'mi , /fll^l!S6i« 
[0 0 7 2] 

ei 9 tc«m 2 cD^fiscoff$ftgi;^«.fgsiE5SEs^x^A 9 o ©At/s^-To mmmmmwim^k 

IlOOfcs /n— V-7-7bn>ti°^ — ^ (PC) l lot, tfiJpUiW^— ^>^y FcDcfc -5 & 

IST So 
[0 0 7 3] 

i»fflrSfitai*fliyi^s i ooii, (Wbsei i ic^bfc&gpjc loit 

MMSP 1 0 2*ilftnb^c«5fiJt-rfeSo /n^A^^U 2 1 lcffim~£ tiXi^&T~7 

>V7 FfOV7 h^Tte, ^-T^ — J: D$Bffij5tl^> V7 h7i7W-D 

[0 0 7 4] 

mmmm&i o 2 «\ 0u*.ifn— Kirasp. rf^isp. o 

— #;l^iiiSiffi{Sr>f^'rfllj£U PCI 1 0 toBtf- *^*ft&i0S{rr&o £fc. v 
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■tx^yh (ap) 9 i ^ltpii;< v p i pmrnttm^tcP c i i o tmm&n -5 

[0 0 7 5] 

^*3. BUH^MSfiflaa^K 1 0 0 *7h7-i'IflI/F15S^Lt, A P 9 It 
[0 0 7 6] 

M (Broadband Transmission) ^rojfgi: LTt^o -Y>-^ — 
Mi:, 7t7r^/^CATV (^r— TVU^Hf) , Mlf ^ffl^THII* nt^So — 
flS^ti, 5 0 0 k b p sW±©If|@HT-^7 h7-^«LT^§o t^A,, ^1*1 
h "7—^7 (Local Area Network: LAN) ^ffl^T t ^i/^ 
[0 0 7 7] 

PCI l o mi Olcmr^Tn-ir^olc. CPU1 1 1 tc/^X (BUS) 1 1 Z^kiW, 
T, ROM1 13, RAMI 14, HDD1 15, L C D rn >- h a — ^ 1 1 6 ?:giLT 
S/c, C P U 1 1 1 tC^X 1 1 2^LTA(±1^ ( I O) g|5 1 18, ^>y h7~^ 
y & — "7 — x (I/F) 12 2, Mllfgpi 2 3^r}gl!bTt^o LCDnyhn 
— ^ 1 1 6 C D 1 1 7«LTl^„ Sfc, I OSP 1 1 8tCti, Xlf-i3 1 1 9 

[0 0 7 8] 

us^ifWrtffiAaPii^teift i o o ^#5^-a£, ^Evusift 3 o (Dmmc «t t> , d^vs^ 

ti5 ^HP^c^-f^r— l 0 l ^-tr-y h^n, ccD^-f^— 1 0 1 tctSIS^BfKJc^S i: 

(1) ^^EU— OfSAIf^Mi^^N^r^-trXo 

(2) ol— ■tfAMtfiScLfe^C'^cDT'^-feXo 

(3) ^gp^cDMfH (WE BX^^-^^AoT!,^±l-&tc^ccDil{gt-a-tyo fHAtfHBtf 
[0 0 7 9] 

H £ic£ 0 nX h<D_h^.^rffllASrc*T*^So 

( 4 ) w,wmm<o&Mo 

(5) mm-mm<Dm&<, 
(e) spf^fc.'roms©*., 

[0 0 8 0] 

7^— h«IJ|-eJi,EB£*A«fiB^'Jlstf*n/tiM'&. SS^iPWti'/«ftlPI!«i« 1 0 0ti^o-tr>y^ 

1 3 0SiJfflHCjSCTJ^TOlftf^J&tT-5o *7h7-^lfeI/F 1 5V, M^jffi'fS 
g|J 1 0 2 ^ffll^/iafg^tg^HB^jb, PCI 1 0±lC^a6ta^£tlfc*— FUXtcfcf 

T KU^*#€r<HA&tF3Kf!B1tlH*3E«UTl/>S>c^'J 1 4<D^^U^^SLTLS 

3o canctT, «5ws«*^asfli 1 o o of@ A&tf ««&itsu± * * u 1 4 ^ e. m 

[0 0 8 1 ] 

^43, i o i ^mi^xcDmmcDmmnm&c^^Tit, mmcommm^fx^^ 

^tl, ^0?^i.77h (20@) lC*5l/>T^I3'tibT*3V>rc^— FUX^7NS^n 
[0 0 8 2] 

2 Sic, jffifm^^Vi^X^fT-T 1 -^^^-— -tr'cOm^U/cP C 1 1 0tt-7t§a^ 
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0 2 Xli^'V bU—^mm I /F 1 C 1 1 OXfiA P 9 1 ^CQfHJ-eiM^^^&S 

[0 0 8 3] 

& , mmmmmmmmm ic m&^n rc mmmm m =t § i b -e & if -e t to -c & «, t 

A/> PC l l OKHSH^nrcW VTv?^— m^'IM&PS^IB 1 0tc^"T 
i«^§yit$BMS^K 1 OfcPC 1 l 0 £ cDF^ESliBM^f 5 J; -5 bT t «fc 
ctUci: 1 ?, PCI l 0feSIOfe5^3f(D¥lcl^TLtoTt^ciI^<:fc> itu 

[0 0 8 4] 

i: c itufBlfS 1 R^'m 2 co^flfe^fl^^OlgffiEirjl^^X^A 1 Sctf 9 0 ttmtT 

%m : ffimm%tt&m$£w 1 o&tf 1 o oic*fLT^SB3 otprzfc— ^(D^com^i^i^ 

[0 0 8 5] 

fl«WIl 2 5%, «8c^ffl*.fcr2*J©3fc«e«l 2 1, 12 2 pJ#E £ "T SHI 

mx&z> 0 ^(Dmmmmis^^ri* 1 2 o^, — tro^^syMfs^iii^g 1 2 s^ltw 

JW.l85d£H*l«:*Mfe£: UfciM.lBTEvliSiK 12 1, 12 2 W^©ffijacO*U»^<D^'.1iSleift*»n|ifi 

iiftp^is^flEfc-rsc. fctfjtf-f^ htfgs, cntao, »y$&^«»«*^fr&^jcsnj 

ijitc ,i9:ii£-e # T b * -5 «%l%" 

[0 0 8 6] 

m 1 1 tCfcl^T, — £j| lO^E'.ii^iff 1 2 1 i;, 2fj| IO?EVli=j£i. v { 1 2 2&C&, ^Vli'^ifi'li'U 
<Diffi'(B«r«-^eaiSP 1 2 6 a*ffll/^fft5/£i6©3^^^ 1 2 3, 1 2 4tfmM~£tl 

[0 0 8 7] 

, l!gfflt5?ESSBl 2 1, 12 2^3*^^ 1 2 3, 1 2 4*ffl^TfI*§fcSiaP 1 2 6 
a-tfg&'iU 3re»lcf,*^fSiit{ , fP 1 2 bteTl«W'mi , f«W.^irU 2 5 ^r^EVLL^i.-'i 1 2 27 

fgMb-c, *5H</^di n&nmistetfzmmmmmmmgiw 1 2501 D^ss^-r^cii: 
(1) mmmmmmmmmi 2 so^^jt ci±itoMB^nw> t^o 

( 2 ) ?EfgI 121CID (IDl), MSI 1 2 2© I D ( I D 2 ) * 57 

123, 124 ffl<Dmmfcm$} 126a, st^w^fs^sp 126b ^iau-cj«*r?§yiwiB*a 
m^m 1 2 5 o^a-fe-y^o^ty ictata^nso i«ib#icM730?e«^s 1 21, 12 

$H*MS@ 125(CttIDl+RNDA-l I D2+RNDB — 1 A^ElgStlSo 

[0 0 8 8] 

— m , i^siswggi 2 5%->xf^swu zicmiiiitnskwi 2 2tcjg^ 

t*t, HIJ3SR N D B — K4R N D B — 2 ^H&T^tlSo RND B-2ttcnWK©^t 
[0 0 8 9] 
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[0 0 9 0] 
[0 0 9 1 ] 

[0 0 9 2] 

O^icii^ott^^ ?t*^BffiiJ-e^^m^^^TC?S:^o/co ^Ett^B^ 
[0 0 9 3] 

El 1 2 tc^gg 4 c?^^^^^^^^^!^!^^^-?-^ 1 3 0 (Om^^T^.^'o £ <Ol£fiE5tag>'X 
fAl 3 0(i, SIil3 0^^7 h7-^i3^^^ 1 3 l^ffl^T-l'-^7 F ( 
mmmWJ & H«*il*J^ >y b "7— ^ (Local Area Network:LAN) 
1 3 2 tC^rdb-Cl^So 0f£, ^7h7-^7Fl/Xi:LTMAC (M e d i 

a Access Control) 7* F U-X^N IC (Network Interf 
ace Card) K:ttU"Cl/^ (N I CCi^y F>7 — ^Wm.^^^ ^ 1 3 1 tL Ltfflt^ 

t^§) o l/c^ot, ^Aimn3 o&viimcmfo'iis, ^-yb7-^gi;p^7^i 3 1 

^LANl 3 2 lcmm-?Z>£, MI3 0©#ft^LA N 1 3 2 ^r/M, T#IJx. P C 1 

i o ^.[g^^n^o 

[0 0 9 4] 

^Vli^B3 0(i, iVjx!ibfc=fc^^^>y b<7 — ^m'i^^^^ 1 3 1 ?:j)U N I CtMA 

it)\ LAN 1 3 2 iZ&fc'iZ tlfcl&CD P C 1 1 0frt>mttX*^Z>o 7EVl£gB 3 0 CD 

^fi7^t57"n^7^PCl 1 0lCXmi7-?Z>Z ticXO, Mi3 0tfL 

an i 3 2fr(E>w.on-znrcz ii\&w*}j\z.-te-fr^> 0 aefc. ^vLi^iri 1 3 o^lan 1 3 2& 
tbn^tircmc wm^-m n 1, t *s it «\ -e © m^ffl & ^ ^ & ^ „ t *> 3 a, 
, lani 3 2tMi^n§w±, yu^-F'sois.fi^si/s asiiWitcwrs^— n 

— Ffc i§ffiItggf-fe5o 
[0 0 9 5] 

-r^t?^, C£DfSliEfiSSg>'X^^ 1 3 OTit 3f=E«^B3 Ofjji: LTJIfglS&cD^ElMFf^ 
/A-FWtfe/it, ^ni^_h^3£-M$£^3: P C 1 1 OtTV7h7x7Wt (CDROM 
#£-?{«*&) 38:3£U ^fB^B3 OcD^^M^cDfeSms^^A^LTtlS^^i:^?. 

[0 0 9 6] 

PC 1 1 Ott, L A N 1 3 2 ^/T L t ?t«SI 3 0 ©If § J; 5 t L T t 

<fct\, tfljx.«:\ MiS3 O*^7JS^ia/£0^^^^$tl/c^^SJ1WMiI^B 1 0ii*§ 

^tcti^m^B3 0O?E'ii>&f-?th5-iir^J;a^:^tgffiiWT-$>^.o £fc. ?cttSS3 0*^ 

*TgP4 1 £: LTcommcD I DSS^^ifg^y-t^y F U-tr^y I 

[0 0 9 7] 

*58HE 05 S MUWM is X -r- A ic &til£. ?E*^B i: #f ?f? §y tif S^ISI 1*1 (DUm^m £ 
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[0 0 9 8] 

ic \% z> t&mtt&xm «fc nif , ^tsi £ »i«rSW*B«ua»«rt <o#j»#s « ns 

[0 0 9 9] 

[EI®<Dfg-^=&fi#W] 

[0i] m i <Dmite(Dmmi£%:z>m$iEwm->^7 L 2± i ^fn^^^-r^n^ ^Ei-e&^o 

[EI 2 ] ^ttSfigorAlgMfo/jK^rTiVr^ni 7^0T?»5. 

[El 3] ^^^HcD^a-tr^-y-BO^tg^a^^EI-efe^o 

[04] mmWZWfffrtirc&cD* 3gMmmr>X"r2± l OM$l?:^t7n- h 

[El 5] ISHECg|f^>X^i^ 1 (DfS^#fc3S^/g]j2<D/N— F i T^I/jicEITfe So 

[ei 6] m^&Mmzxftfrn%mm<Dttm£&&m^<DmM&tt*^z>'!?^->r — h 
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